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As the rapid development of Informatization of Public Security System, the 
management of inner internet security of Gui Zhou province is presenting with huge 
challenges. A series of issues as leaking of information, the abuse of resources and 
lack of management are becoming more and more serious. The statistics reveals most 
of the security issues origin from Public Security Bureau itself and in addition, the 
host terminal has become the cradle. It has become the pressing issue for us to build a 
reliable platform of network and management of information security to solve the 
security problems of large numbers of computers in Public Security network and at 
the same time, raising the security level of terminal computers. Based on the above 
issues, researches were made to design a set of network and information management 
platform. 
 The network and information security management platform designed in this 
essay works by real time monitoring on behaviors to discover illegal operations and 
all kinds of potential risks in terminals. Following the thread of security management, 
managing procedures of forecasting, informing and revoluting were formed, 
dramatically increased the awareness of security management for the Public Security 
network users. 
 First of all, this dissertaton analyzed the techniques that involve in network and 
information security management platform, making practical solutions as defense in 
depth strategy, searching for classified information, analysis of the data package, 
detection of violation of outreach, scan of vulnerability on the web, terminal access 
control, etc. Next, needs of network and information management platform were 
analyzed on the basis of models of security management and the issues the terminal 
security, on which design of platform for the whole system was brought up. System 
structure mainly consists of information source unit, analysis processing unit, data 
base unit and human-computer interaction unit. These are the key points of real-time 
monitoring and managing illegal behavior and resources consuming, providing 
security for internet border, encryption, network issues and the terminal basis. 
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通过对 HTTP、FTP 等一些常用协议[7]和 P2P 工具、聊天工具等常用应用的
数据包分析[8]，提取相关的特征信息字段来发现违规应用和潜在的安全风险。 
1.端口识别法  
  端口识别法是根据 TCP 数据包或 UDP 数据包首部的源端口号或目的端口号
来对一些服务进行识别，比如 HTTP，SMTP，Telnet，HTTPS 等。 





  目前，采用动态端口的 P2P 软件越来越多，只能通过扫描高层协议来探知
P2P 数据报。比如通过对传输层协议进行分析，可根据其特征码信息来识别
eMule、Bittorrent、Kazaa 等主流 P2P 软件，但是这种数据包分析技术无法识别
加密的 P2P 流。 


















客户端的特点，来进一步判断此节点是否是 P2P 节点。 
2.4 违规外联监测技术 
1. ARP 探测技术 
ARP 协议（Address Resolution Protocol，地址解析协议）是一种根据目标设
备的 IP 地址来获取目标设备的 MAC 地址的 TCP/IP 协议，ARP 探测技术正是基
于 ARP 协议来实现的。 
在进行探测时，探测主机会根据所需要探测的 IP 地址，向网络发送一个目
标 MAC 地址是“FEFF.FF.FEFF.FF”的广播包，如果当前网络中存在此 IP 地址
的处于工作状态的主机，则该主机会向探测主机进行答复，表明自己的 MAC 地
址。通过 APR 探测，探测方可以获取当前网络中存在哪些工作主机及其 IP 地址
和 MAC 地址等信息，并且由于 ARP 探测是在数据链路层进行的，而通常防火
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2.6 基于角色的访问控制技术 
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